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  EXECUTIVE SUMMARY  

A new wave of disruptive technologies including social networks, mobile devices, and cloud computing, 

combined with the economic downturn is forcing the pace of innovation in cyber space. Consumer-led IT is 

costing organisations their ability to control their data by protecting a defined perimeter, while the downturn 

means they must find ways to stay competitive. For the cyber security market, this presents an unusual 

opportunity to embed security at the beginning of a new generation of technology. 

In response, growth in network security, currently the largest market, has slowed; the fastest growth over the 

next few years will come from data security and identity and access management. 

Despite the recession, spending on security has increased – and with good reason, as the cost of cybercrime 

continues to grow.  

Therefore, start-ups must deliver a genuine value proposition and return on investment, as well as providing 

solutions that integrate with existing systems. 
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Introduction: This Climate Necessitates Innovation in Cyber Security  
 
In its June 2009 survey, State of the Net 2009, the US-based Consumer Reports magazine estimated the cost of 

cybercrime in the US at $8 billion annually. In the UK alone, according to the online identity protection 

company Garlik, online credit card fraud cost £223.8 million in 2008. Symantec notes that in 2008 

information about stolen credit cards represented 32% of the data illegally available online, up from 21% in 

2007. What began with teenaged kids in their bedrooms engaging in the Internet equivalent of joyriding is 

now the much more sophisticated and professionalised province of organised crime, criminal gangs, and, 

increasingly, countries or national interests. Cyberwarfare is not, as many people think, limited to 

government attacking government; any part of the critical infrastructure may be subject to attack, from 

banking and telephone companies to transport or the supply of essential goods and commodities up to and 

including water. "Cyber security" includes every threat that can be carried out across the Internet; with 

Internet connection increasingly persistent and ubiquitous, there is little safety. 

Small wonder that cyber security is at the top of every government's and every company's agenda. The EU is 

spending nearly €8 million a year on ENISA, the five-year-old European Network for Information Security 

Assurance. National governments are organising panels and establishing reporting centres, opening new 

departments and offices, and creating new positions. In March 2009, newly arrived US President Barack 

Obama published a comprehensive policy review and proposed to appoint a cyber security czar and 

implement a number of other policies, including cyber security-based identity management to leverage 

privacy-enhancing technologies for the future. Few now believe that we can continue as we are without 

suffering severe consequences. Innovation in security products, services, and strategies is sorely needed. 

2009 Had Everyone Talking About Cyber Security 
This report on current trends in and future projections for innovation in cyber security draws on three 

sources: interviews with experts from Accenture (Alastair MacWillson, managing director for global 

security, and Bill Phelps, executive director for technology consulting – security) and the University of 

Maryland (Lawrence Gordon, Ernst & Young Alumni Professor of Managerial Accounting and Information 

Assurance); the March 2009 Forrester Research report VC Trends in IT Security, to which GSC contributed; 

and data collected from the GSC’s 2009 Cyber Security Challenge that was sponsored by BAE Systems. 

The first section discusses current and future trends in cyber security. These were derived by comparing the 

trends predicted by the panel of experts with a view to establishing which sectors are likely to be most active. 

The second section discusses the drivers underlying these trends. The final section examines the impact for 

start-up companies, investors, and government, and makes recommendations for action.  

 
The Market: Cyber Security Spending Earns a Bigger Piece of the Pie 
 
Since the Internet boom and subsequent bust in 2000, operational IT spending in most industries has 

consistently increased in response to the growing global economy and to the emergence of new regulations 

forcing companies to invest in technology to meet their updated obligations.  

IT security expenditure would have increased even if it had remained at the same level in relation to overall 

IT budgets. But in fact its share of IT budgets has also grown; security has finally attained the visibility its 

practitioners have long sought. On average, organisational spending on security rose from 1.82% of total IT 

budget in 2007 to 1.89% in 2008. In 2009, those same organisations expected to raise IT security budgets to 

2.32% of their IT operating budgets. Table 1 shows that even if companies' total IT budgets decrease in 2009 
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(from $1.635 billion to $1.464 billion) overall expenditure on security will still increase (from $30.9 billion to 

$34 billion).  

However, there is considerable variation across regions. So, for example, while IT security spend will increase 

in the US (by $1.7 billion to $12.2 billion), Asia (by $1.1 billion to $8.7 billion), and Western Europe (by $0.27 

billion to $9.17 billion), it will decrease or stay flat in other regions.  

Figure 1.   Total IT Security Spending Forecast by Region  

(US$ Billions) 2007 2008 2009 

  
IT  
Spend 

Cyber 

 Security  IT Spend 

Cyber  

Security  IT Spend 

Cyber  

Security  

USA 542 10.0 554 10.5 526 12.2 

Canada and 

LATAM 119 2.4 132 2.5 104 2.4 

Western & Central 

Europe 438 8.0 469 8.9 395 9.17 

Eastern Europe, 

ME and Africa 65 1.2 76 1.4 61 1.4 

Asia Pacific 373 7.0 405 7.6 377 8.7 

Total 1,573 28.6 (1.82%) 1,635 30.9 (1.89%) 1,464 34 (2.32%) 

 

             Source: “Market Overview: IT Security In 2009”, Forrester Research, by Jonathan Penn 

 

Current and Future Trends: A Glimpse into the Future  
 
Three key data sources provide useful pointers to predicting which emerging technology areas will have the 
biggest impact in 2010 and beyond. Each has its own bias and unique insight. 
 

¶ Biggest spend growth in protecting information not infrastructure.  First are the forecasts 
published by the big research houses such as Accenture and Forrester, who study the industry via 
market research and interactions with their client base. Forrester's analysis puts identity and access 
management as the fastest-growing sector (20%), followed closely by data security (19%). Note that 
although it's one of the slowest-growing categories, network security is the largest by a considerable 
margin in terms of market size ($5.8 billion). 

 
 Figure 2.   Spend and Growth in IT Security, 2009  

 

 
      Source: “Market Overview: IT Security In 2009”, Forrester Research, by Jonathan Penn 
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¶ VCs remain convinced by market size.  A second view comes from analysing the types of cyber 
security investments made by venture capitalists. Because they invest in companies at an early stage, 
venture capitalists' decisions are typically a few years ahead of big customers' buying decisions. 
However, venture capitalists also prefer to invest in large, successful, established markets. 

 
Accordingly, venture capital spending reflects both of those characteristics. Network security, the 
largest sector by market size, has by far the largest share of venture capital investments (42%), 
followed by a near-tie between security operations (18%) and data security (17%). Identity and access 
management trails all three (15%). 
 
Figure 3.   VC Investments in Security Start-ups  

 
¶ Upcoming innovation following spend trend.  A third source of data is GSC's first international 

Cyber Security Challenge for early-stage innovators, held in spring 2009. The entrants to this 
competition had to offer a technology product/idea that could be used to prevent, defend against, 
cope with, or recover from terrorist incidents and other criminal acts in the digital/online space. They 
were also made aware that the judging criteria for this award focused mainly on the disruptive 
potential of the technology rather than on the idea's maturity.  

 
This Challenge was marketed to our network of several thousand security innovators and the 
resulting entries came from across the spectrum: 42% of submissions came from universities; the 
remainder were from corporate spin-outs (12%), unaffiliated entrepreneurs (29%), and other sources 
(17%). Similarly, the entries are geographically dispersed, coming from Asia (8%), Europe (38%), and 
the Americas (54%).The nearly one hundred GSC entrants for this Challenge tended to be very early-
stage companies – 73% were founded in or after 2005. 

The GSC competition analysis shows that most of the innovators entered novel solutions within data 
security (31%), followed by identity and access management (21%). 

  

Figure 4.   GSC Application Spread  
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Competitions provide horizon scanning 
These three data sources agree in some ways. For example, data security is a significant category for all of 

them, although its placement varies. Forrester Research and venture capital spending data show that network 

security is the biggest sector now and attracting the biggest investment; but GSC's data shows that it's mature 

enough as a sector that new ideas and innovation are coming from elsewhere. The differences among the 

three sources are attributable to each group's different focus within the market.  

 
Of the three, GSC's data looks furthest into the future, identifying data security and identity and access 

management as the next sectors likely to show the greatest innovation. In awarding the second place prize to 

the UK's ExactTrak, the competition's expert judging panel reflected this insight. This start-up company's 

‘Security Guardian’ product addresses the rapidly growing problem of mobile data security by integrating 

encryption, GPS, GSM, and RF technology into an 8Gb USB memory stick. 

 

The Drivers: Interconnectedness and User Behaviour at Centre of Push 

 

Discussions of "cyber security" rarely define the term; even President Obama's cyber security policy, released 

in May 2009, doesn't really specify a meaning. This report assumes this definition: the protection of data and 

systems that are connected to the Internet. 

 
The deliberately broad nature of this definition points to two current driving trends: first, the one towards 

consumer-led IT, in which users may bypass IT departments to use the technology of their choice, from 

mobile devices to cloud-based backups; second, that organisations increasingly do not know where their 

data is. Gone are the days when an organisation could identify its perimeter and protect its systems and data 

by making that perimeter impermeable except for a few authorised channels. Today's networks do not have 

that kind of clearly defined boundary. Meanwhile, just as they did when PCs arrived to displace 

minicomputers and mainframes under centralised control, users are insisting on taking advantage of the 

technologies they're familiar with. This is especially true of the Millennium generation now entering the 

workforce, who are used to social networks, instant messaging, mobile access, and cloud computing and will 

use them – whether the IT department approves or not. The organisation that says it has banned social 

networks or "doesn't use" cloud computing is the one with the biggest problem with those technologies – 

because it means the organisation doesn't know what its staff is doing. In addition, organisations no longer 

necessarily know where their data is: a transfer between employees may be perfectly legitimate, but then 

broken when one transfers data elsewhere (for example, backing up a laptop onto the cloud because the IT 

department doesn't provide enough storage). Mashups of data taken from many sources do not have the 

checks and balances to ensure integrity and accuracy that traditional, large systems impose. 

¶ Protect the people not the castle.  These drivers mean that today's emphasis on network security 
will give way to a focus on data security and identity and access management. For organisations, this 
is a fundamental change in emphasis from the traditional "protect the fortress" mentality many still 
have to ensuring their data is protected even if the "fortress" is breached. As increasing numbers of 
organisations outsource their IT to the cloud, the role of the CIO will change from being an IT 
specialist to what Alastair MacWillson from Accenture has called a "data fort commander". 

¶ 4ÒÁÃË ÔÈÅ ÇÏÖÅÒÎÍÅÎÔȭÓ ÍÏÖÅÓ. A constant and important driver in the security market is 
regulation. Typically, law and policy lag well behind technological development; service providers and 
product developers are often in the position of designing their technology with little certainty about 
how it will be regulated in the future. Alastair MacWillson believes the last three years have been a 
tipping point, and that companies are now much more reluctant to launch a new product without 
careful attention to security because the risk of upsetting customers and suppliers is too great. An 
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increasing amount of focus, therefore, is on embedded security, to ensure that companies will not fall 
afoul of data protection and other privacy laws.  

¶ In the downturn, security can be used as a differentiator.  At the same time, many companies are 
accelerating innovation because of the downturn in order to become more competitive. Under today's 
economic pressures, companies are trying to create new product offerings, enhance performance, and 
improve the bottom line in any way they can.  

All of these drivers have caused a change in mind set about security from seeing it as a barrier to innovation 

to seeing it as an opportunity to implement new ideas and increase the value of innovation within companies.  

Implications: New Operating Environments Exist  

Security innovation is both a push and a pull event. It is a mix of both technological advancement 

and a supportive business life cycle that encourages innovators to create and grow companies. It 

should provide a nourishing environment where these innovators are motivated and compensated 

with either growing businesses or a real possibility of exiting. Whether you create the business, fund 

it, or shape the environment within which the start-up lives, you have a role to play in the direction 

innovation takes. 

¶ Watch the pace and know your place.  For start-ups, it's always tempting to chase the current 
problem; it's where the money is now. But the really successful businesses are created by those who 
can identify the next problem and solve it for the immediate future. It will not always be possible for 
start-ups focusing on such future problems to provide a complete solution itself; some necessary 
technology may not even have been invented yet. In that case, they must understand the context in 
which their solution will be applied and ensure that their solution integrates easily with existing. 

 
As Dr. Lawrence Gordon, a professor at the University of Maryland, has said, there are a lot of 
good products that simply cannot become commercially successful. It is vital for any start-up to be 
able to show why its emerging cyber security product or service is cost-effective and preferable to 
other such products. Companies need to ensure that their products help their prospective client 
organisations innovate. In addition, they need to understand the larger picture into which their 
product or service fits; a company developing a niche product or service that requires a number of 
other purchases to provide the ecosystem necessary for its product to function will not succeed. As 
Alastair MacWillson says, organisations purchasing cyber security products want them to solve their 
problem from end to end. Every start-up, therefore, needs a sound business model that includes a 
product or service that's convenient to use and that provides genuine return on investment. 
Organisations spend money in order to gain an advantage: they buy products that not only fill a need 
but allow them to do something better, faster, or cheaper, or that solve a specific problem. It is not 
enough to have great technology; start-ups must have a real value proposition. 

A good example of a company that meets these criteria is Ksplice, winner of the first international 
GSC Cyber Security Challenge. Based in Cambridge, Massachusetts, Ksplice is an enterprise software 
company whose first product, Uptrack, keeps Linux systems up-to-date with patches without 
requiring systems to reboot. The product therefore not only enhances security by ensuring all patches 
are installed promptly but lessens downtime and disruption to critical servers – a clear return on 
investment from the buyer’s perspective.  

¶ Focus on M&A rather than IPO. Big companies provide the best exit strategy for security 
entrepreneurs  in this climate. GSC has tracked security investments in 2009, and acquisitions in this 
area were still strong.  In 2009 up to October, some of the most noteworthy investment rounds in 
early-stage security firms added up to over $300 million and at least eight start-ups have been 
acquired. These include, for example, ScanTech (acquired by Cisco for approx $181 million), MXLogic 
(acquired by Symantec for $170 million); Solidcore Systems (Symantec, $47 million); Cyveillance 
(Qinetiq, $80 million), SynExi (Trace Systems); and Matrix Technologies (TriNET).  
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¶ Consider your location. In all areas of the IT industry, the US has traditionally been the largest 
market and biggest opportunity. Companies seeking success have typically found it necessary to move 
there. This is particularly true of cyber security, as 89% of cyber security funding came from the US 
in 2008. Of the rest of the world, the EU is more advanced on privacy issues, and India has a good 
start on cyber security innovation. Two recent examples of foreign start-ups relocating to the US to 
take advantage of this big market include the Israeli company Fraud Sciences, a three year old start-
up bought by eBay's PayPal division in 2008 for $169 million after opening a Palo Alto office, and the 
Scottish start-up Metaforic, which received $2 million in venture capital funding in 2008 to expand its 
worldwide operations, including sales and marketing in the US. 

That said, a new generation of European cyber entrepreneurs is beginning to make itself known. 
Approximately 38% of the entries to the GSC Cyber Security Challenge were from Europe, a healthy 
percentage and more balanced than VCs' investments so far this year that focused mainly on the US. 
Given that this Challenge attracted companies at an earlier stage than that at which VCs typically 
become interested, it's logical to conclude that this healthy share of submissions indicates a growing 
presence of entrepreneurial capabilities outside the US.  

¶ Cyber security is rapidly becoming a necessity rather than a luxury. Government plays a vital 
role in the security arena by setting requirements, regulating behaviour, and helping create best 
practice, as well as indirectly through its size as a customer. The costs of poor security to business and 
society at large are rising rapidly; the cost to government of poor security is not solely measured in 
the amount of data lost but also in the loss of public trust.  

At the moment, as Dr. Gordon says, the computer security industry lacks standards for measuring 
security. As a result, we are living in a "weakest link" system. Government can help by encouraging 
the creation of metrics and standards. 

Accenture's Bill Phelps likens the current state of cyber security to the safety of cars around 1973 
when safety was ‘bolted on’ to cars in the form of huge bumpers and safety belts. At this point these 
safety features was still viewed as add-ons. Today, with cars, security is engineered in from the earliest 
phases of auto design and higher security can be a selling proposition. With cyber security we have 
recognized the need, but we are still in the ‘bolt on not build in’ mode and government policies could 
be made to reflect that. 

 

Times are Tough, Use Available Resources 

In this environment, you need more than a good invention to have a successful business.  Venture capitalists 

are investing but the climate is more competitive than before and even notorious first adopters are being 

more hesitant.  It is critical to understand where innovation waves are headed and how to ride them.   

Industry analysts have identified that innovation is already happening in identity and access management, 

and from GSC horizon scanning we can see that trends and user needs are driving innovators to the next 

wave of innovation, data security. These changes are being driven by the need to review existing methods of 

protecting information and by a more technically suave user and abuser base.  

As a launching pad for ideas, GSC connects smart innovation with those who need access to it: $55 million 

was raised by the top contenders that participated over the past two year in the GSC Challenges.  

Alastair MacWillson has neatly summarised what it takes to create a successful start-ÕÐȡ Ȱ)ÔΎÓ ÎÏÔ ÊÕÓÔ ÁÂÏÕÔ ÔÈÅ ÔÅÃÈÎÉÃÁÌ 

idea ɀ ÙÏÕ ÎÅÅÄ Á ÒÏÂÕÓÔ ÂÕÓÉÎÅÓÓ ÍÏÄÅÌȢȱ 4ÈÁÔ ÉÓ ÏÆÔÅÎ the less developed part of security start-ups, given their typical 

origin at technical universities or labs. That is where GSC aims to help.  


